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Questionnaire by TRAI along with Responses

1. Whether there should be single industry body or multiple industry bodies of cloud
service providers which may be registered with DoT? If multiple industry bodies,
whether there should be any cap on their number? Should the industry bodies be
registered based on the category or type of CSPs? Can a CSP be a member of multiple
industry bodies? Please suggest with justification.

Response: This question presupposes the existence of one of multiple overarching industry bodies
for cloud services, and the TRAI’s supervisory jurisdiction over the same. We have already
highlighted that one of the key factors leading to the quick and widespread adoption of cloud
services is the flexibility which is offered by each such service provider as a response to the
regulatory framework relevant to the customer segment. To preserve this flexibility, it is important
not to classify all cloud service sectors under a single regulatory framework — as it risks sacrificing
some of the responsiveness of the sector. This would remain a relevant concern whether there is
one or more industry body in the market.

It would also be relevant to note that differences in approach of different industry bodies could
lead to incongruous standards being mandated across the CSP sector. The CP itself has highlighted
that too many bodies might create confusion in consumers’ mind and may also cause problems in
terms of conflicting positions taken by different bodies and due to multiple communication
channels between DoT and different industry bodies. The CP notes the high risk of fragmenting
the cloud market by taking this approach. On the other hand, a single industry body would lead to
competitive concerns and entry barriers to new players. Therefore, the very approach of
registering industry bodies should be reconsidered.

The suggestion to fragment industry body by type of CSP or deployment model is fundamentally
flawed insofar as nearly all CSPs provide flexibility in terms of type of service and deployment
model based on the needs of the customer segment, and forcing them to stick to one kind of service
delivery model would be detrimental to the needs of the sector.

As discussed in Section I, we submit that CSPs in India should not be subject to regulation by the
Department of Telecommunications (“DoT”) or the TRAI, directly or indirectly. CSPs are already
subject to existing laws and governed by the MeitY, as described below:
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1. Cloud services are governed by MeitY: MeitY is tasked with developing policies for
information technology and the Internet under the Allocation of Business Rules®. MeitY
already governs empanelment of CSPs as government-approved service providers under
its ‘MeghRaj’ cloud computing initiative?. To be empaneled, CSPs must demonstrate
compliance with standards on security, interoperability, data portability, service level
agreements, and contractual terms and conditions®. Compliance by CSPs is verified
through a rigorous audit conducted by the MeitY’s Standardisation Testing and Quality
Certification Directorate®. As the government agency responsible for cloud services, MeitY
will step in to govern other aspects related to cloud services if needed.

2. Lack of jurisdiction: The TRAI Act clearly states that TRAI’s mandate is to “regulate
telecommunications services®. The powers and functions allocated to TRAI under this law
are limited to handling different aspects of telecommunications services alone, with no
mention of information technology (“IT”) services®. Cloud computing services are IT
services, and not telecom services. As CSPs are IT service providers and not telecom
service providers, they cannot be regulated by TRAI.

3. CSPsare regulated by existing laws: CSPs are already subject to regulatory requirements
under different laws:

e (SPs qualify as an ‘intermediary’ under the Information Technology Act, 2000
(“I'T Act”), and have to comply with various provisions under the IT Act including
obligations for data protection’, cooperation with government authorities®; and due
diligence requirements®.

1 Pg. 51, Government of India (Allocation of Business Rules) 1961 (as amended up to 04 April 2019), available
athttps://cabsec.gov.in/writereaddata/allocationbusinessrule/completeaobrules/english/1_Upload 1829.pdf [MeitY-
“Policy matters relating to information technology; Electronics; and Internet (all matters other than licensing of
Internet Service Provider)”; “Promotion of internet, IT and IT enabled services™].
2 Gl Cloud (Meghraj)- A cloud computing initiative of MeitY, available athttp://meity.gov.in/content/gi-cloud-
meghraj. (“MeitY cloud computing initiative™)
3 Invitation for application/proposal for empanelment of cloud service offerings of CSPs, Ministry of Electronics
and Information Technology, Government of India, available
athttp://meity.gov.in/writereaddata/files/Application%20for%20Empanelment

%200f%20CSPs.pdf.
4 MeitY cloud computing initiative.
° Preamble, TRAI Act, available
athttp://www.dot.gov.in/sites/default/files/ TRAI%20Act%20%282%29 0.pdf?download=1. See also, amendment
to the preamble, available at http://www.dot.gov.in/sites/default/files/ TRAI amendment ACT.pdf?download=1.
6 Section 11(1), TRAI Act.
7 Section 43A, Information Technology Act, 2000 (“IT Act”).
8 Section 69, IT Act.
® Section 79, IT Act; Rule 3, Information Technology (Intermediaries Guidelines) Rules, 2011.
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e Since CSPs use e-contracts such as terms of use and click-wrap agreements, they
must also comply with the Indian Contract Act, 1872.

e CSPs will also be subject to the forthcoming data protection law, once it is passed
by the Parliament. The draft Personal Data Protection Bill, 2018 (“PDP Bill”)
provides various obligations for ‘data processors’'%. As CSPs are likely to qualify
as ‘data processors’ under the draft PDP Bill, they will have to comply with those
obligations.

4. Cloud services are provided through telecom infrastructure, which is already
regulated: Customers use network connectivity provided exclusively by TSPs for
accessing CSPs’ cloud services, while CSPs use telecom infrastructure for connecting their
data centres. TSPs and the telecom services they provide are already heavily regulated.
These regulations adequately serve the purposes of protecting customers, maintaining
public network security and integrity, and enabling the Government to monitor and obtain
information on transmission of data (e.g., for national security purposes). Thus, CSPs need
not be licensed/regulated separately.

Since CSPs are already governed by the MeitY and regulated by existing laws, we believe there is
no need for any intervention by DoT/ TRAI through an industry body or otherwise. Any additional
regulation will create overlapping or conflicting requirements and hinder the growth of cloud
services in India.

In addition, we submit that the present consultation paper is a departure from TRAI’s own
recommendation for ‘light touch regulation’ of CSPs. In 2017, the TRAI had expressly
recommended adopting a ‘light touch regulatory approach’ for cloud services'!. However, several
proposals in the present consultation paper indicate that instead of following this approach, the
DoT would exercise regulatory control over CSPs indirectly. For example, both the registered
industry body and its CSP members ‘may’ be required to comply with the orders/directions issued
by the DoT. The industry body and CSP members may also be required to furnish such information
as is sought by the DoT/TRAI. The paper also prescribes mandatory provisions for the code of
conduct of the industry body. These provisions in the code of conduct cover various aspects of the
industry body such as membership and working groups to be formed. Besides this, it also covers
various aspects of CSPs such as quality of service parameters, billing and dispute resolution

10 See clause 31 of the Personal Data Protection Bill,
2018,https://meity.gov.in/writereaddata/files/Personal Data Protection

Bill,2018.pdf.
11 pg. 36, para 4.1(i), chapter 4, TRAI Recommendations on cloud services, 16 August
2017 ,https://main.trai.gov.in/sites/

default/files/Recommendations_cloud computing 16082017.pdf.
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framework. These provisions go against the idea of a ‘light touch regulatory approach’, and will
instead curb the freedom of business of the CSPs registered with the industry body.

The government should consider CSPs as regular business entities which are registered to conduct
business in India under its existing laws. In order to ensure unhindered growth and innovation in
the cloud services market in India, CSPs should not be subject to any further regulation through
an industry body or otherwise.

2. What should be the eligibility criteria for an Industry body of CSPs to register with
DoT? What is the list of documents that should be required to be submitted as proof
of eligibility? What obligations should be cast upon the Industry Bod(y)(ies) after
registration with DoT? Please suggest with justification.

Response: We submit that the CP in general, and the references to registration with the Department
of Telecommunications (“D0T”) in particular, constitute a significant departure from TRAI’s own
recommendation for ‘light touch regulation’ of CSPs in 2017.12 Therefore, such a registration
requirement should not be presupposed.

We note that several proposals in the CP indicate that instead of following a light touch approach,
the DoT would exercise heavy regulatory control over CSPs. For example, both the registered
industry body and its CSP members may be required to comply with the orders/directions issued
by the DoT. The industry body and CSP members may also be required to furnish such information
as is sought by the DoT/TRAI. The CP also prescribes mandatory provisions for the code of
conduct of the industry body. These provisions in the code of conduct cover various aspects of the
industry body such as membership and working groups to be formed. It also covers various aspects
of CSPs such as quality of service parameters, billing and dispute resolution framework. These
provisions go against the idea of a ‘light touch regulatory approach’ and will instead curb the
freedom of business of the CSPs registered with the industry body.

12 pg, 36, para 4.1(i), chapter 4, TRAI Recommendations on cloud services, 16 August 2017,
https://main.trai.gov.in/sites/
default/filess/Recommendations cloud computing 16082017.pdf.

4



https://main.trai.gov.in/sites/default/files/Recommendations_cloud_computing_16082017.pdf
https://main.trai.gov.in/sites/default/files/Recommendations_cloud_computing_16082017.pdf

*¢ INTERNET
‘% COALITION

CSPs should be considered as regular business entities which follow applicable law to conduct
business in India. In order to ensure unhindered growth and innovation in the cloud services market
in India, CSPs should not be subject to any further regulation through an industry body or
otherwise.

3. What may be the threshold value of parameters such as the volume of business,
revenue, number of customers etc. or combination of these for a CSP to mandatorily
become member of a registered Industry body? Please suggest with justification.

Response: The factors referred to in this question refer to eminently changeable parameters and
should not be the basis for any kind of regulation. Please also note the disadvantages of registering
industry bodies as noted in Q. 1 and 2 above.

4. Whether entry fee, recurring fee etc. need to be uniform for all members or these may
be on the basis of type or category of members? How such type or category can be
defined? Should such fee be prescribed by DoT or be left to be decided by the Industry
body? Please suggest with justification.

Response: Assuming that any industry body is formed for the purposes envisaged by TRAI, any
fees imposed for registration should be nil or left to the relevant bodies to decide, as the powers
provided to DoT under the Telegraph Act do not permit it to fix such fees. The fees that it may
fix are specifically provided in the law, such as license fees. Registration fees for CSPs to become
part of an industry body would not fall under the clearly stated powers of either the DoT or the
TRAI under extant Indian law. This could open up any such recommendation to a plethora of
legal challenges.

From a business perspective, the scope for regulatory confusion already highlighted in the
previous responses could be potentially compounded by overlapping and contradictory fee
structures. Hence, it would not be strategically appropriate to impose such requirements through
regulation.

5. What should be the guiding principles for governance by an industry body? How would
these principles/ organisation structure ensure fair, reasonable and non-discriminatory
functioning of body? Should structure of Governance be prescribed by DoT or should
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it left for the industry body to decide? How can the industry body achieve the desired
deliverables efficiently and effectively? Please suggest with justification.

Response: The CP lists out multiple bodies such as NASSCOM and TSDSI which operate
effectively and represent the interests of several industry participants without any regulatory
framework being imposed upon them from the government. The key lesson from the analysis
conducted by the CP is that the voluntary nature of these bodies, their diverse vision statements,
and their specific governance structures which are aligned with the same, contribute meaningfully
towards making them useful and functional to the industry while also being a channel of
communication with the Government and with regulators. Therefore, we recommend leaving the
structure of industry bodies to be decided upon by the relevant bodies and retaining the voluntary
nature of subscribing to such bodies as is the norm at present.

6. What policy may be adopted for initial formation of industry body for cloud services?
Please suggest with justification.

Response: The CP considers 4 possible options for the initial formation of the industry bodies:
(a) Nomination of existing industry body; (b) allowing CSPs to form industry bodies and adopt a
code of conduct; (c) recognize a not-for-profit and approve the by-law and memorandums to nbale
it to function for the purposes envisaged within the CP; (d) DoT establishing an ad-hoc industry
body.

Without prejudice to the previous submissions, if this approach is nevertheless followed by TRAI,
we recommend allowing CSPs to form a body and adopt their own code of conduct. This may
allow more flexibility which is important for innovations and would also permit CSPs to explore
alliances with global efforts already underway to set standards in cloud services.

7. Any other issue which is relevant to this subject? Please suggest with justification.
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Response: Please see response to Question 1. CSPs are already adequately governed by the MeitY
and are subject to existing laws. Any additional regulation by DoT/ TRAI through an industry
body or otherwise creates the risk of overlapping or conflicting regulatory regimes. This will
hinder growth of cloud services in India.




