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Chapter 1

Introduction

1.1 Background

In the last few decades, the Internet has emerged as an important resource for innovation
and economic growth and as a medium to support information exchange within and across
borders. The future growth of telecom sector and of other access networks is contingent upon
innovation in and growth of the Internet infrastructure and the many applications, content
and services linked to it. However, increasingly, concerns have been raised globally as well
as in India relating to the potential for discriminatory treatment of Internet tra c by the
entities that control access to the Internet. These concerns regarding non-discriminatory
access have become the centre of a global policy debate, often referred to as the debate on
network or net neutrality?.

1.1.1 TRAI's earlier recommendations on Net Neutrality TRAI had released its
recommendations on net neutrality on 28th of November, 2017. Before these recommenda-
tions, on 08th of February 2016, TRAI had issued Prohibition of Discriminatory Tari s for
Data Services Regulations, 2016. The salient features of the recommendations were:

(i) The licensing terms should be ampli ed to provide explicit restrictions on any sort of
discrimination in Internet access based on the content being accessed, the protocols
being used or the user equipment being deployed. Content would include all content,
applications, services and any other data, including its end-point information, that can
be accessed or transmitted over the Internet.

(i) The discriminatory treatment in the context of treatment of content would include any
form of discrimination, restriction or interference in the treatment of content, includ-
ing practices like blocking, degrading, slowing down or granting preferential speeds or
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tfreatment to any content.

(i) The service providers should be restricted from entering into any arrangement, agree-
ment or contract, by whatever name called, with any person, natural or legal, that has
the e ect of discriminatory treatment based on content, sender or receiver, protocols
or user equipment.

(iv) The scope of the proposed principles on non-discriminatory treatment apply speci cally
to Internet Access Services, which are generally available to the public.

(v) In order to remove any ambiguity, Internet Access Services have been de ned.

(vi) Specialised services, i.e. services other than Internet Access Services, which are opti-
mised for speci ¢ content, protocols or user equipment, and where the optimisation is
necessary in order to meet speci c quality of service requirements shall be exempted
from the principles of discriminatory treatment.

(vii) Department of Telecommunications (DoT) may identify specialised services. However,
specialised services may be o ered by the service provider only if they are not usable (or
o ered) as a replacement for Internet Access Services; and the provision of such services
is not detrimental to the availability and overall quality of Internet Access Services.

(viii) Internet of Things (IoT), as a class of services, are not excluded from the scope of the
restrictions on non-discriminatory treatment. However, critical 10T services, which may
be identi ed by DoT, and which satisfy the de nition of specialised services, would be
automatically excluded.

(ix) Content Delivery Networks (CDNSs), which enable a Telecom Service Provider (TSP)
to deliver content within its network without going through the public Internet, are
exempted from the scope of any restrictions on non-discriminatory treatment.

(x) The Internet Access Service Providers may take reasonable measurements for trac
management, provided the same are proportionate, transient, and transparent. They
may also take reasonable measures to preserve integrity and security of network, for
provision of Emergency Services, implementation of an order of the court or direction
of the Government, or in pursuance of an international treaty.

(xi) TSPs shall be required to declare their Tra c Management Practices (TMP), as and
when deployed and the impact it may have had on the users. The disclosure require-
ments shall also include information about specialised services, direct or indirect ar-
rangements entered into by them.



(xii) For monitoring and investigation of violations, a collaborative mechanism has been
recommended to be established in the form of a multi-stakeholder body comprising
members representing di erent categories of TSPs and ISPs, large and small content
providers, representatives from research and academia, civil society organisations and
consumer representatives. This body, which would be responsible for developing tech-
nical standards pertaining to monitoring of TMPs and enforcement of the principles
on non-discriminatory treatment and making appropriate recommendations to the Au-
thority. The Government/ Authority shall reserve the right to seek any information
from the committee, investigate its conduct to ensure transparency and fair treatment
to all its members, and issue appropriate regulations, directions, orders or guidelines,
as and when needed.

1.1.2 Acceptance of the TRAI's recommendations by Department of Telecom-
munications (DoT) DoT accepted most of the recommendations given by TRAI on the
subject, as it is and on 31st of July 2018, issued principle directives on Net Neutrality. Further
DoT amended license conditions for Access Providers and introduced relevant requirements
to conform to the principles of Net Neutrality. While accepting TRAIs recommendations,
DoT made some decisions which were at variance from the recommendations such as:

(i) DoT will formulate necessary Tra ¢ Management Practices (TMPS).

(i) The Monitoring Enforcement with respect to Net Neutrality will rest with DoT.

1.2 Additional recommendations sought from TRAI

Vide letter dated 31st of July 2018, DoT sought additional recommendations of TRAI on

following issues:
(i) Necessary Tra c Management Practices (TMPs) for consideration of DoT

(i) Composition, functions, role and responsibilities of the multi-stakeholder body for con-
sideration of DoT.

1.2.1 Clari cation received from DoT DoTs letter referred to above, did not mention
the reasons or additional considerations made by DoT while taking decisions at variance from
TRAIs recommendations. Subsequently, DoT clari ed its stand vide letter dated June 17,
2019 and informed following:

(i) Trac Management Practices (TMPs) is a broad concept and does not pertain only
to specifying the parameters/benchmarks and other standards governing the quality
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of service to be provided by the service providers. Besides, since the necessary Tra c
Management Practices (TMPs) shall form part of license agreements to be enforced
by DoT, it would be in the tness of things that they are formulated by DoT. There-
fore, it has been decided that necessary Tra ¢ Management Practices (TMPs) will
be formulated by DoT. It is pertinent to add here that the issue of laying standards
of quality of service to be provided by the service providers shall continue to remain
in the domain of TRAI. Accordingly, it is reiterated to recommend necessary Tra c
Management Practices (TMPs) for consideration of DoT.

(i) With reference to multi-stakeholder body, the variance is not with respect to recom-
mendations per se, but their implementation.

1.3 Scope of the consultation

Scope of the consultation is limited to the issues on which additional recommendations have
been sought by the DoT. In view of decisions of DoT which are at variance from the TRAI's
recommendations (refer section 1.1.2 above), there might be some speci ¢ clauses of TRAI's
earlier recommendations on Net Neutrality which might need to be relooked. The scope of
consultation is limited to only such speci c clauses of the recommendations. TRAI has no
intention to revisit its principles on Net Neutrality and broad approach recommended earlier.

1.4 Structure of the Consultation Paper

Chapter 2 deliberates on issues related to tra ¢ management practices and its compilation.
It will cover establishment of a framework to formulate TMPs and evolve it. Chapter 3
covers composition, function, Governance Structure of multi-stakeholder body and its role
and responsibilities. Chapter 4 summarizes the issues of consultation.



Chapter 2

Reasonable Tra ¢ Management
Practices (TMPs)

There are various practices adopted by Access Providers to manage tra c in the situations
of tra ¢ congestion due to surge in tra c or arti cial tra ¢ introduced by external factors

such as malicious tra c. Access Providers are expected to expand their capacity to meet
the typical tra c demand, however, there might be instances when there may be de cit in
capacity due to practical reasons or conditions beyond control of access providers. Pragmatic
approach to deal with such situations may require managing tra ¢ by applying some restric-
tions such as putting cap in terms of maximum throughput, blocking tra c of particular
class and nature of applications. Such restrictions should be proportional and transient to
the need of managing the situations. TRAI vide its earlier recommendations, suggested pro-
visions for exceptions in some circumstances and called reasonable TMPs. DoT has accepted
these recommendations of TRAI and made amendments in license agreements, accordingly.

2.1 ldentifying and de ning TMPs

Currently, there might be a number of Trac Management Practices (TMPs), which are
developed and deployed in the networks for di erent requirements. Some of these may be of
a concern from Net Neutrality perspective and required not to be applied in general, while
some of the other TMPs might be necessary in speci c situations. However, such TMPs must
be applied in proportionate and transient manner. To monitor and enforce Net Neutrality in
an objective and transparent manner, it might be required to list out reasonable TMPs and
conditions when these may be applied. Keeping in view, the continual changes in features
and capabilities of networks, services it might not be possible to make an exhaustive list
and containing complete technical details. Technical nature and characteristics of TMP
might be implementation speci c. To keep pace, there may be a need to have a framework



to prepare list of reasonable TMPs. The framework may also be responsible to develop
technical documents that should capture enough details so that the interpretation of tra c
management practices may be done in an objective manner.

2.2 Type of Trac Management Practices

As discussed in previous recommendations of TRA] the fundamental feature of the Internet
is that it operates on a "best e ort" basis. This means that the TSPs do not guarantee either
the delivery or the time of delivery of each and every data packet transmitted over the Inter-
net. There may be various circumstances or reasons that can force Service Providers to take
special measures regarding tra ¢ management. Some of the reasbiisr which TMPs may
be deployed are, such a%$ra c congestion , which may require them to prioritise/throttle
one content stream over the otherPrioritisation of latency-sensitive tra c , such as VoIP,
which may require certain level of Quality of Service (QoSN\Network security and integrity
requirements Legal requirementsand handle Emergency situations Few broad TMPs are
shown in gure 2.1. TMPs are linked with the QoS provided by TSPs as sometimes it be-
comes di cult for TSPs to maintain minimum agreed on QoS to customers without applying
appropriate TMPs. TMPs may be de ned® based on impact on applications, end-user experi-
ence, techniques used to a ect performance of applications, for examptategory of practices
that a ects the connectivity and reachability of individual applicationsuch as Blocking Ports
using transport protocol (TCP or UDP), IP address blocking, DNS manipulation of specic
DNS-requests etc, orcategory of practices that impact QoS of individual applicationsuch
as prioritization and/or throttling of speci c applications. In UK, Ofcom ask broadband
providers to disclose, in public domain, the tra c management practices adopted by them to
optimise network utilisation. According to this disclosuré, providers are required to disclose
details w.r.t. three types of TMPs namely blocked, slow down and prioritised. It includes,
peak hours when TMP used and tra ¢ type managed during these periods.

Lhttps://main.trai.gov.in/release-publication/recommendation

2https://main.trai.gov.in/sites/default/ les/CP  y etNeutrality 2017%104:pdf

SBEREC paper on Net Neutrality Regulatory Assessment Methodology dated 5th October 2017, BoR(17)
4https://www.vodafone.co.uk/terms-and-conditions/consumer/network-and-coverage/tra c-

management/index.htm



2.3 Challenges of listing necessary Tra c Management
Practices

2.3.1 Determination of Reasonableness Principle of non-discriminatory treatment
doesn't restrict adoption of tra ¢ management practices by the service providers. However,
such tra ¢ management practices are open to question for conformance to the basic require-
ments of reasonableness, which means the restrictions or interventions by service providers
must be proportionate, transient and transparent. Identi cation of tra ¢ management prac-
tices adopted by TSPs and validation of its reasonableness may be a complex issue and various
technical and measurement challenges may be associated with it. Any tra c management
practice must only be applied to handle concerned exceptional circumstances and not for
any commercial considerations. It is well known that technologies in telecommunications are
changing at a very fast pace. So, technical measures of proportionate, temporary or transient
nature to deal with such unexpected issues of networks, can not be static and sometimes may
only be known by experience. For similar problems the reasonable measures may be di erent
in case of di erent technologies, such as reasonable time needed to resolve congestion problem
in networks, using throttling of some categories of tra c, may be dierent in UMTS (3G)
networks as compare to LTE (4G) networks. The tra c management policies adopted in
LTE network are shown in Figure 2.2. Therefore, there may a requirement to continuously
observe the measures taken by service providers for tra ¢ management.

2.3.2 Dynamic in nature Nowadays, technologies, networks are evolving at a rapid
rate. ICT networks are in a permanent change of states with known devices connected, un-
known things and applications connecting, other disconnecting, with network functions being
virtualized, new services being added, services being segregated, services being discontinued,
etc®. Performance of broadband service providers my also get impacted due to performance
of other stakeholders of ICT ecosystem such as content providers, VPN network providers,
and end user environment. Change in technology may further change the circumstances of
adopting any tra c management measure. Any such measures to deal with unexpected issues
of networks which are continuously evolving, may not be static. It must be dynamic and
sometimes may only be known by experience. Therefore, the compilation of such treatments
or practices for tra ¢ management would require review from time to time.

Shttps://www.etsi.org/events/1528-cyber-security-dynamic-nature-of-technology-networks-and-society



Figure 2.1: Packet core Networks: Allocation & Retention Priority & QoS based implemen-
tation

2.4 Framework for compilation of Tra ¢ Management
Practices

For compilation of tra ¢ management practices used by TSPs, one approach may be to rst
identify such practices and then de ne the extent of proportionality and transience which may
be considered reasonable under principle of non-discriminatory treatment. It may be required
to develop a technical document for TMPs after assessment of measures taken by TSPs for
tra ¢ management over a period of time. Frequent update of such technical document may
also be essential, with the change in technologies and services, because outdated meaning of
tra ¢ management practices may create confusion for Service Providers, customers as well
as decision makers. However, identi cation of such dynamic tra c management practices
and methodology, for checking its reasonableness, proportionality and transient nature, may
require involvement of various stakeholders like representatives from ISPs, content providers,
research and academia etc. So, this may require to establish a system that can periodically
review tra c management practices adopted by TSPs and perform the compilation of TMPs.

2.4.1 Role of Transparency and Disclosures Transparency regarding tra ¢ manage-
ment practices adopted by TSPs can be a critical factor in ensuring adherence to the principles
of non-discrimination. Public dissemination of information relating to the characteristics of
the services being provided and TMPs being adopted contributes to reduce information asym-
metries in the market, thereby leading to a competitive market and pro-consumer behaviour.



Figure 2.2: Technical details of TMPs in LTE Network

Transparency by TSPs also enables regulators and other stakeholders in the ecosystem to
detect any violations and monitor the QoS available to users. After reviewing the traf-

¢ management practices adopted in other jurisdictions, it is found that certain disclosure
obligations are imposed by majority of regulators for monitoring and enforcement of net
neutrality principles and regulations. In UK, Ofcom has imposed obligation on providers to
explain its approach to managing internet tra c in customer's contracts. They must also
publish this information. Providers are required to inform their customers about their tra c
management policy and its e ect on the quality of customers internet servick Broadly,
disclosures are of three types - direct disclosure from service providers, precise and relevant
information directly from service provides to its consumers and disclosure to general public.
Such disclosures give transparency to the tra ¢ management practices adopted by inter-
net access service providers. For example in UK, Broadband stakeholder Group (BSG), a
multi-stakeholder body of ofcom (telecom regulator of UKY, has developed a framework
for transparency and disclosure to the public. There relatively standardised formats for
disclosures are being developed and maintained by this industry-led body.

2.4.2 Options for framework Such system for compilation of tra ¢ management prac-
tices may be established by using di erent models. Some options are discussed below:

(i) Option 1: Service providers may submit tra c management information to DoT
periodically. Thereafter, with advice of Multi-Stakeholder body (MSB), DoT would

Shttps://www.ofcom.org.uk/phones-telecoms-and-internet/advice-for-consumers/advice/net-neutrality
"https://www.ofcom.org.uk/research-and-data/internet-and-on-demand-research/net-neutrality



(ii)

(iii)

perform the compilation of TMPs and also handle the maintenance or updating part
of such compilation.

Option 2: Service providers may maintain a record of all adopted Practices for tra c
management (Record of TMPs" ), in house, and publish in public domain. These
disclosures in public domain would be a living document, which means any change
in use of TMPs must re ect in this Record of TMPs. All TMPs adopted by TSPs
for their operations will be part of this record with details and as soon as cause for
utilizing certain TMP will get resolved, such TMPs would be removed from the Record
of TMPs. To review the declared TMPs applied by services providers iRecord

of TMPs , DoT may ask service providers to maintain a separate detailed record of
applications of all TMPs adopted by them (Record for Application” ) and submit
periodically to DoT. This record may have time, geographical area and justi cation
of reasonableness for the TMPs mentioned by service providers. This record may also
have the extent of the proportionality, proof of transient in nature of TMPs applied.
The proposed Multi-Stakeholder Body (MSB) or DoT will review of such records of
service providers and grounds of reasonableness. DoT may take help and advice of
Multi-Stakeholder Body (MSB) for reviewing Record of TMPs published by TSPs.
Multi-Stakeholder Body (MSB) may prepare a report based on its analysis étecord

of TMPs and Record for Application  submitted by TSPs (‘"MSB Report on
Necessary TMPs" ) and may be published in public domain after approval from
DoT. After analysis and review of submissions made by TSPs and MSB, DoT may
maintain a re ned list of TMPs adopted by all TSPs (‘Repository of Necessary
TMPs" ), which will only have the practices those are found valid and reasonable after
reviewing providersRecord of TMPs (the disclosure in public domain by TSPs).
This re ned list of necessary TMPsRepository of Necessary TMPs  may also be
maintained by Multi-Stakeholder Body (MSB). DoT may also publish this Repository
of TMPs, so that consumers can better understand the various internet service choices
when selecting an internet broadband package. Under transparency and disclosure
framework, TRAI may also periodically review all the disclosures to end-users made
by DoT, TSPs, Multi-Stakeholder Body i.e. Record of TMPs (disclosure in public
domain by TSPs), Repository of Necessary TMPs  (disclosure in public domain
by DoT) and MSB Report on Necessary TMPs (disclosure in public domain by
MSB).

Option 3: This option is same as option 2 except that in this option after reviewing
of Record of TMPs disclosed by service providers, DoT may directly intimate TSPs
the mistakes and wrong reporting found in Record of TMPs and ask them to update
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the disclosure made by them in public. DoT may take help and advice of Multi-
Stakeholder Body (MSB) for reviewingRecord of TMPs published by TSPs. To
maintain uniformity in Record of TMPs published by TSPs in public domain, a
format for disclosure may be prepared by DoT with the advice of Multi-Stakeholder
Body (MSB). There may be requirement of reviewing and updating this format of
TSP's disclosure from time to time, here Multi-Stakeholder Body (MSB) may help in
making consensus among di erent stakeholders. A similar approach has been adopted
by UK's communications regulator (Ofcom) with the help of Broadband Stakeholder
Group (BSG) which is the UK governments leading advisory group on broadband.
In chapter 3 of this document, Role & responsibilities of BSG in implementation of
net neutrality framework are discussed in more detail. Ofcom monitors ISP trac
management measures by reviewing the TMP details published by ISP at their websites.
Ofcom is of the view that direct disclosures to consumer can be e ective only if they
are conveyed in an accessible and comparable format. Accordingly, the regulator has
speci ed disclosure format, with simple keys facts, which seeks to provide accessible
and comparable disclosures directly to end-users. Many ISPs provide this information
through their Key Factor Indicators (KFIs)®8, which are relatively standardised forms
developed by the industry-led Broadband Stakeholder Group (BSG).

Q. 1. What are the broad types of practices currently deployed by the Access
Providers (APs) to manage trac? Out of these practices, which ones can be
considered as reasonable from perspective of Net Neutrality? Whether list of
Tra ¢ Management Practises (TMPs) can be prepared in advance or it would
be required to update it from time to time? If later is yes, then what framework
would be required to be established by Multi-Stakeholder Body to keep it up to
date? Please suggest with justi cation.

2.5 Monitoring violations of Net Neutrality

As per recent TRAI report®, India has total 665.31 million internet subscribers, out of this,
wired internet subscribers are 21.67 million, and , wireless internet subscribers are 643.64
million . Total mobile internet wireless subscribers are and 643.09 million. If we follow the
trend of Internet subscriber base in India, it shows out of total internet subscribers, 96.66%

8In accordance with the BSG Open Internet Code 2016, signatory ISPs have published Key Facts Indicators
(KFIs) in relation to their tra c management policies: http://www.broadbanduk.org/policies/the-open-

internet/open-internet-key-facts-indicators/
STRAI - The Indian Telecom Services Performance Indicator Report April - June, 2019
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subscribers are using Mobile device for access of internet service. Performing measurements
for monitoring TMPs for such a large subscriber base, which re ect actual experience of
consumers, would be a major challenge. The Body conducting such measurement may face
several challenges, few listed below:

2.5.1 Impact of end user environment One of the major challenges of measurement
observed in the BEREC report? are the potential impact of the end user environment on the
measurement results. The end user environment consists of many elements, some of which
could limit Internet Access Service (IAS) performance such as, too many simultaneous mea-
surement sessions can cause interference. These limiting factors can be di erentiated between
xed and mobile environments?. Issues in xed environments that can a ect assessment of
measurement results are performance of the modem router, the type of the link, performance
of the computer (CPU and RAM load), version of the computer operating system, simulta-
neous usage of other software like antivirus and rewalls etc. Similarly, the issues related
to mobile environments are performance of handset model, the radio connection quality,
limitations arising from the subscription, version of the mobile equipment operating system
etc. Above mentioned issues may prevent an accurate performance measurement. To ensure
that end user environment do not a ect the measurement, one option may be that multiple
measurements are taken on daily basis and aggregated data for reference.

2.5.2 Lack of awareness to end users In general, end users are not aware of the
potentially negative in uence of their own terminal equipment and home network but they
assume that all issues are on the access service or content providers side. One solution
could be that the end users are made well informed of how to properly set up their terminal
equipment to minimize such measurement error due to end user environment. In UK, Ofcom
has mentioned a list of other factors which could a ect broadband connection, in their website
for end-user's information, are as follows:

"~ the line that provides internet connection to end users home is damaged,
the device end users are using to access the internet has not been set up correctly;
the quality of mobile phone signal depends on whether end users are indoors or outdoors;

there are performance issues with internet router or hub (for example wi interference);
or

there are faults that relate to speci c content providers or their applications.

10BEREC paper on Net neutrality measurement tool speci cation dated 5th October 2017, BoR(17) 179.
bid.
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Figure 2.3: Measurement Challenge: Variation due to scheduling

Ofcom has a broadband and mobile checker app which can quickly test the performance and
speed of your broadband or mobile connection, and provide tips on how to improve your
internet connection.

2.5.3 Other Measurement challenges Apart from end user environment issue, there
may also be other factors which may impact measurement of TMPs and the agency perform-
ing such measurements must be cautious about. For example, when initiating a connection,
mobile networks need some time to allocate the resourées This delay may impact the
measurement results and therefore to avoid such error the measurement results from the rst
few seconds may need to discard. Scheduling of resources may also impact internet access as
shown in gure 2.3.

2.5.4 Challenges of assessment of measurement data Assessment of the speed (one
QoS parameter) measurements (conducted through TRAI My speed crowd-sourcing app)
under existing regulations?® revealed that wide variations in the test results may be observed
while performing measurements of KPIs related to wireless communications (Figure 2.4), due
to following reasons:

12BEREC paper on Net neutrality measurement tool speci cation dated 5th October 2017, BoR(17) 179.
BTRAI white paper on measurement of wireless Data Speeds at

https://main.trai.gov.in/sites/default/ les/measurementwirelessdataspeed.pdf
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