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By Email/ Post
To,
Shri Akhilesh Kumar Trivedi,
Advisor (Networks, Spectrum and Licensing),
Telecom Regulatory Authority of India
email: advmn@trai.gov.in

Dated: December 23, 2022                                                                                        IFF/2022/106

Re: Comments on the consultation paper on the Introduction of Calling
Name Presentation (CNAP) in Telecommunication Networks

Dear sir,

1. The Internet Freedom Foundation (IFF) is a non-profit organization created by members
of SaveTheInternet.in movement for net neutrality. Over one million of our fellow citizens
wrote to the TRAI in April 2015 as part of the consultation paper on OTT services using
the SaveTheInternet.in platform and continued to engage the TRAI and the Dept of
Telecommunications on subsequent consultative exercises in this area. IFF aims to
promote the rights of Indian Internet users — freedom of speech, privacy, net neutrality
and innovation - before policymakers, regulators, the courts, and the wider public
sphere.s

2. The CNAP system must be an opt-in service and must require individual consent. To
ensure data protection, no user data of the calling party should be stored by the
terminating TSP or the called party. It is proposed that the system be implemented only
after a data protection law is in place. A central database should be avoided since it
increases the threat surface to privacy risks. Based on our past engagement with the
authority on issues both of net neutrality and informational privacy, we have made
specific submissions with justifications for queries related to the introduction of calling
name presentation.

Our detailed submissions are attached to this letter. We remain available should you wish to
discuss the matter further.

Warm regards,

Prateek Waghre
Policy Director | Internet Freedom Foundation
prateek@internetfreedom.in

I-1718, Chittaranjan Park, New Delhi, Delhi 110019
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Comments on the consultation paper on the Introduction of Calling
Name Presentation (CNAP) in Telecommunication Networks

Q1. Whether there is a need to introduce the Calling Name Presentation (CNAP)
supplementary service in the telecommunication networks in India?

Response:

Our recommendation is for a CNAP to be introduced only after a rights respecting Data
Protection Law is in force under which an independent Data Protection Authority may assess it’s
impact on individual privacy. This recommendation is made for the following reasons.

TRAI has proposed to enable Calling Name Presentation (CNAP) as a supplementary service
by telecommunications networks in India which will allow the caller's name to be displayed on
the recipient's phone when a call is received. This service can be useful for identifying the caller,
especially when the caller's phone number is not recognized by the recipient. However, it is
important to note that CNAP can potentially violate an individual's privacy, as it allows the
caller's name to be revealed to the recipient without the caller's consent.

There are a few ways in which the use of CNAP can be violative of an individual's privacy:

1. Unauthorized disclosure of personal information: The caller's name is considered
personal information, and the disclosure of this information without the caller's consent
could be considered a violation of their privacy.

2. Lack of control over personal information: The caller may not have control over
whether or not their name is displayed to the recipient, which can violate their right to
privacy.

3. Potential for misuse of personal information: The caller's name may be used for
malicious purposes, such as identity theft (through call back scams) or spamming, if it is
displayed to unauthorized parties.

It is important for individuals to be aware of the potential privacy implications of using
supplementary services like CNAP, and then be able to give informed consent on whether or not
they want their name to be displayed when making calls. The telecom service provider must
give proper notification and clear information about the use of CNAP. Additionally, the users
must be given the option to opt-in or opt-out of this service, even at a later stage.

Designing and deploying CNAP service will also require the creation of an additional database
and exchange nodes for information sharing to display the correct caller ID. Such a database
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will increase the amount of personal information that is stored on every Indian who owns a
telephone or broadband connection. Hence, we recommend that its operationalisation should be
preceded by a data protection statute as it may have the likelihood of data leaks and breaches
resulting in increased spam for users.

Q2. Should the CNAP service be mandatorily activated in respect of each telephone
subscriber?

Response:

The Calling Name Presentation (CNAP) service should not be mandatorily activated for each
telephone subscriber and must be an opt-in service. Further, additional clarity and control must
be provided to the users for the part of the service they opt for. Users must be allowed to CNAP
on incoming and outgoing calls separately.

Given the privacy concerns with the CNAP service, the use of it can potentially violate an
individual's privacy by disclosing their name to the recipient without their consent. This could be
particularly problematic if the service is mandatorily activated, as it would not give users the
option to opt-out.

If the CNAP service is mandatorily activated, it would also result in a lack of autonomy and
control over the user’s informational privacy. It would not give them control over whether or not
their name is displayed to the recipient when they make a call. Moreover, it can potentially lead
to the caller's name being used for malicious purposes, such as identity theft or spamming.

Therefore, it may be more appropriate to allow users to opt in to the CNAP service rather than
mandatorily activate it for all subscribers. This would give individuals the choice to use the
service if they find it useful while also protecting their privacy and also have the incentive of their
calls being answered at a higher rate by inspiring trust towards third parties.

Q3. In case your response to the Q2 is in the negative, kindly suggest a suitable method
for acquiring consent of the telephone subscribers for activation of CNAP service.

Response:

Our broader recommendation is for the consent of telephone subscribers to be taken for
activating the Calling Name Presentation (CNAP) service through periodic assessments that are
required to be conducted properly through a data protection authority. Here, the form of notice
and consent mechanisms can then be devised through proper expertise.
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However, if in the interim, the CNAP is implemented, for recording the consent of the subscriber
who is making the call:

1. Opt-in process: One way to obtain consent for the activation of the CNAP service is to
use an opt-in process. This could involve providing clear information about the service,
its benefits, and any potential privacy implications, and giving users the option to choose
whether or not they want to use the service.

2. Written consent: Requiring written consent from users could involve having users sign
a form or agree to terms and conditions that outline the use of the service and any
potential privacy implications.

3. Online consent: In an online setting, consent for the activation of the CNAP service
could be obtained by having users check a box or click on a button to indicate that they
agree to the use of the service. It is important to ensure that this consent is obtained
clearly and unambiguously.

It is important for telecommunications companies to ensure that they obtain the consent of
telephone subscribers before activating the CNAP service. This can help to protect the privacy
of users and ensure that the service is used responsibly and ethically. TRAI and the TSPs can
run awareness campaigns and encourage users to sign up for the CNAP service.

Q4. Should the name identity information provided by telephone consumers in the
Customer Acquisition Forms (CAFs) be used for the purpose of CNAP? If your answer is
in the negative, please elaborate your response with reasons.

Response:

The Customer Acquisition Forms (CAFs) may not be used for the purpose of Calling Name
Presentation (CNAP). Apart from the risk of being inaccurate, using CAFs for CNAP lacks
explicit consent and can lead to potential misuse of personal information. This may also lead to
a frustration of the right to modify personal information as may be provided by a Data Protection
statute.

Further, the name identity information provided in the CAFs may not have been explicitly
collected for the purpose of CNAP. Hence, it is not to the reasonable expectation of users that
such personal information may be used to display their names. This may present unique
challenges for persons who have changed their legal name, or do not use it in social
interactions specially for persons from marginalized communities or/and persons who due to
matrimonial or personal reasons choose not to reveal their last names. Using this information for
this purpose could be considered a violation of the consumer's privacy in the sense of their
autonomy and the accuracy with which they would like their names to be recognised by society.
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Using the name identity information provided in the CAFs for the purpose of CNAP could
potentially lead to the misuse of this information, as it would be disclosed to recipients without
the consumer's consent. It would not give consumers control over whether or not their name is
displayed to the recipient when they make a call.

It is important for telecommunications companies to obtain explicit consent before using
personal information for the purpose of CNAP or any other service. This can help to protect the
privacy of consumers and ensure that their personal information is used responsibly.

Given the privacy concerns on the display of names associated with CAFs, the users may also
be given the option to add a ‘display name’ on their CNAP.

I-1718, Chittaranjan Park, New Delhi, Delhi 110019


